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In essence, you need to give careful consideration to:
· What personal data you hold (names, addresses, email address, phone number, photos, any further info about the individual)
· The legal basis on which you process this data – for many organisations it’s probably “Consent of the data subject”, with individuals specifically giving their consent to join your mailing list and receive information from you.
· How it is stored, and how you ensure the data is safe and secure (e.g. is data held on multiple PCs, do your PCs have reasonable anti-virus software etc. Do you keep paper copies of any personal data – if so are these safely stored, or securely destroyed?)
· What it is used for being absolutely explicit about what you use their information for, e.g. we will use your data to send you newsletters, invitations to our events, etc.   If you will use the personal data from your mailing list for any other purpose – you must be clear what this might be, e.g. we may use your data to contact you for our fundraising purposes, or we may include your data in our monitoring information to our funders/supporters.
· How it is shared: include how it is shared within your organisation, not just externally, and whether you are likely to use photographs or case studies in your reports, social media or publicity etc. 
· Opt in, not opt out: For each purpose or activity that you use people’s data for, your membership form should have a clear and explicit opt in function.  
· Right to information: your members have right to have a copy of all the personal data you have about them, and to ask that it be corrected if it is wrong
· Right to be forgotten: your members have the right to request that you permanently delete their data from your system

Consent:  For many organisations, you will be storing data on the basis of “consent of the data subject” – i.e. you have explicitly asked individuals if you can contact them for specific purposes.  Like us, I’m sure you have been inundated with “reply now or be removed from our mailing list forever!” emails.    However, the advice we have received suggests that it isn’t necessary to have updated consents from everyone on your mailing lists immediately – but you might want add a covering sentence along the lines of…You are receiving this because you have signed up to receive our newsletters/or  expressed an interest in our services in the past. If you no longer wish to receive this, please call us on xxx or email xxx so we can remove you from our mailing list.  

